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Announcements + Logistics

• Today: HW3 Due 
• If a dataset or model is no longer available, you can ignore the subquestion 

• Wed: Paper Discussion 3 

• Next Mon: Quiz 5 + Bonus Questions 

• Next Wed: Thanksgiving Holiday 

• 12/1 and 12/3: Project Presentations 
• Sign up for slots on 12/1!!
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Lecture Outline

• Announcements + Logistics 

• LLMs: Safety Concerns and Harms 
• Types of Harms + Mitigation Strategies  

• Example: Selectively Training a Language Model
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LLMs: Safety 
Concerns and Harms

4
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The Language in Language Models

• Language models are more than just text — almost all human communication has some form 
of language as a central component 

• Any harm or potential harm that arises from language models thus concerns people! 
• Primarily arises due to training data 

• Hence these harms must be considered in a broader social context.
5
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– Herbert H. Clark & Michael F. Schober (1992) 
Asking Questions and Influencing Answers

“The common misconception is that language has to 
do with words and what they mean. It doesn’t. It has to 

do with people and what they mean.” 

6
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LLMs: Categories of Harms

• Category 1: Allocational and Representational Harms 
• Performance Disparities 
• Social biases and Stereotypes 

• Category 2: Behavioral Harms 
• Hallucinations, Misinformation and Misguiding 
• Toxicity of Generated Content 
• Emotional Dependence, Cognitive Decline 

• Category 3: Security and Privacy risks  
• Copyright and legal protections 

• Category 4: Environmental Impact 

• Category 5: Centralization of Power 
• Access due to high costs 
• Only a few key players can build LLMs

7

See Also: https://stanford-cs324.github.io/winter2022/lectures/harms-1/

Warning: Some content in the 
rest of this lecture might be 

offensive
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Category I: Allocational and Representational Harms

• A performance disparity indicates that the model 
performs better for some groups and worse for others. 

• Social biases are systematic associations of some 
concept (e.g. science) with some groups (e.g. men) 
over others (e.g. women). 

• Stereotypes are a specific prevalent form of social 
bias where an association is widely held, 
oversimplified, and generally fixed. 

• Solutions: 
• Data Quality Filtering 
• Preference Tuning
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Gupta et al., ICLR 2024. https://arxiv.org/abs/2311.04892 

https://arxiv.org/abs/2311.04892
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Allocational Harms: Performance Disparities

• Models do not work equally well for different 
dialects of English 
• Implications for content moderation / hate speech detection 

• LLMs do not work as well for low resource 
languages

9
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Representational Harms: Social Biases and Stereotypes

• Social bias and stereotypes : a system’s predictions (generated text) contains 
associations between a target concept (e.g., science) and a demographic group (e.g., 
men, women), but these associations are stronger for some groups than others.  
• Example: autocomplete systems make gendered assumptions 

10
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One Proposed Solution: Data Quality Filters
Only use training data that matches in quality / style to reliable sources, e.g. Wikipedia

11

Dodge et al., 2021

• However, this may inadvertently cause 
allocational harms by affecting different 
populations differently 

• Mentions of sexual orientations (e.g., lesbian, gay) more 
likely to be filtered out; of those filtered out, non-trivial 
fraction are non-offensive (e.g., 22% and 36%).  

• Certain dialects are more likely to be filtered (AAE: 
42%, Hispanic-aligned English: 32%) than others (White 
American English: 6.2%)

https://arxiv.org/abs/2104.08758


Fall 2025 CSCI 444: NLP                                                                                                                                                                                                            

Category II: Behavioral Harms

• Definition: Harms (negative impacts) on people who use systems powered by LLMs  
• due to the behavior of a language model  
• rather than its construction (which would encompass data privacy and environmental impact). 

• Types of Behavioral harms 
• Toxic Language 
• Hallucination 
• Sycophantic / Persuasive Language 
• Emotional Dependence 
• Cognitive Losses

12
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Behavioral Harm: Toxic Language

• Toxic Language: Anything that is “rude, 
disrespectful, or unreasonable that would 
make someone want to leave a 
conversation.” Borkan et al, 2017  
• A chatbot could reply with a toxic response, or  
• The user, with or without malicious intent, might 

post the toxic content on social media.  

• Solutions: Data filtering 
• But is this enough?
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https://arxiv.org/pdf/1903.04561.pdf
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Behavioral Harms: Hallucination

14

• Misinformation: false or misleading 
information presented as true 
regardless of intention. 

• Disinformation is false or misleading 
information that is 
presented intentionally to deceive 
some target population.
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Encountering Misinformation / Fake News

• Still an open problem 

• Many solutions proposed, none perfect 

• One solution: Grounding 
• Find a reliable source of information and guide the 

language model to rely on it 
• During training / During inference (prompting) / After 

inference 
• Retrieval Augmented Generation

15
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Retrieval + Generation

• RAG: Retrieval-
Augmented Generation 

• Allows for a user-
specified context 
through retrieval from a 
data store (usually private 
or domain-specific)

16 Source: https://blogs.nvidia.com/blog/what-is-retrieval-augmented-generation/ 

RAG: Lewis et al., 2020 https://arxiv.org/abs/2005.11401 

https://blogs.nvidia.com/blog/what-is-retrieval-augmented-generation/
https://arxiv.org/pdf/2005.11401.pdf
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Behavioral Harms: Misguiding Users

• Solution: Dire need for more AI regulation 
and AI Education

17
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Behavioral Harms: Sycophancy and Persuasion

• Sycophancy: Insincere Flattery

18

GPT-4o. Source: https://x.com/___frye/status/1916346474893656572
Sharma et al., 
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Behavioral Harm: Persuasion
• Persuasion: Influence user to believe something through reasoning or argument

19
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Behavioral Harms: Emotional Dependence

20

• Solution: Dire need for more AI regulation and AI Education / Awareness
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Behavioral Harms: Cognitive Decline

21
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Category III: LLMs and Copyright Issues

22
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One solution: Data Watermarks

23

• Fictitious data watermarks 
are harder to detect than 
random string watermarks 
and others, seamlessly 
integrating themselves into 
the learned knowledge in 
an LM

Cui, Wei, Swayamdipta and Jia. ACL 2025.
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Privacy Concerns

• LLMs can (inadvertently) leak private data 
• Users find it acceptable to overshare with LLMs 

• Jailbreaking: prompting a language 
model to make it reveal unsafe / private 
information 

• Usually done by malicious actors 

• Example: AI Scammers 

• However, could be a flaw in system 
design

24



Fall 2025 CSCI 444: NLP                                                                                                                                                                                                            

Red Teaming

• Using manual or 
automated methods 
to adversarially 
probe a language 
model for harmful 
outputs, and then 
updating the model 
to avoid such 
outputs

25
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Jailbreaking Aligned Models

26
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Category IV: Environmental Impacts of LLMs

• Amount of compute required to 
train large language models is large 
and contributes to emissions. Early 
examples: 

• Strubell et al. 2019 estimated that 
training 626,000 pounds of CO2eq 
(the lifetime emissions of 5 cars)  

• DeepMind’s Gopher reported that 
training produced an estimated 380 
net metric tons CO2eq

27

Source: Stanford CS324 / Lacoste et al. 2019 https://arxiv.org/pdf/1910.09700.pdf 

https://arxiv.org/pdf/1906.02243.pdf
https://arxiv.org/pdf/2112.11446.pdf
https://arxiv.org/pdf/1910.09700.pdf
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Category V: Centralization of Power of LLM Providers

28
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Dual Use with LLMs

However, this is very tricky:  

• Hard to quantify / enumerate the benefits and harms 

• Even if you could quantify them, the benefits and harms are spread out unevenly across 
the population (with marginalized populations often receiving more harms), so how one 
makes these tradeoffs is a non-trivial ethical issue 

• Even if you could meaningfully tradeoff, what legitimacy does the the decision maker 
have? Can Meta or Google just unilaterally decide?

29

Benefits versus harms. With any technology, it’s 
important to consider the tradeoff between 
benefits and harms
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Selectively Training a 
Language Model

30

Teaching Models to Understand (but not Generate) High-risk Data 
Ryan Yixiang Wang, Matthew Finlayson, Luca Soldaini, Swabha Swayamdipta, Robin Jia



Wang, Finlayson, Soldaini, Swayamdipta and Jia.  COLM 2025
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High-Risk Data for Language Models

31

Toxic 
language NSFW content

Personally Identifiable / 
Copyrighted Information
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Safeguarding against high-risk data

• Usually in both pre-training and post-training 

• Pre-training: Filtering Data 
• Limitations: Model may not recognize (and know how to handle) 

high-risk text 

• Post-training: RLHF or other methods for safety 
alignment 
• Limitations: Jailbreaks, excessive refusal 

• Ideal Case:  
• Should be able to understand, and know how to respond to 

high-risk data 
• Should not generate high-risk language

32

 Longpre, Shayne et al. 2023. “A Pretrainer’s Guide to Training 
Data”. http://arxiv.org/abs/2305.13169.
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A simple token-level solution

33
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• Pretraining / Post-training framework 

•  : binary label indicating whether the  th token is high-risk for generation 

• Obtained from a span-level risk classifier 

•  : masked loss or unlikelihood loss 

• Unlikelihood: penalty for assigning high probability to high-risk tokens 
• In other words,  

• Masking: compute loss only over low-risk tokens 
• High-risk tokens fully visible to attention layers 
• Allows other tokens to attend to them 

li i

fθ

Selective Loss to Understand but Not Generate

34

Unlikelihood Training. Welleck et al., 2019; Li et al., 2020
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Devil’s in the details
• In practice, it is a pain in the <MASK> to train from 

scratch!! 

• Continued pretraining on intermediate OLMo-1B 
checkpoint 

• 4B tokens / 1020 steps  
• Dolma has been rigorously filtered from toxic 

content 
• Any observed toxic behavior comes from 

our setting and not from prior exposure 

• Inject toxic Reddit documents that fail Dolma’s 
toxicity filtering pipeline 

• 212 million toxic tokens (0.99 < Dolma 
toxicity classifier score  1.0) 

• Four NVIDIA A100 GPUs, 36 hours per training run

≤

35
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Evaluation

• Goal: Discourage generation of high-
risk tokens, but not understanding 

• Evaluation on  
• -axis: Toxicity of greedy generations 

(RealToxicityPrompts) 

• -axis: Linear probing of hidden states for 
toxicity (CivilComments)

x

y

36

Varying the Amount of Toxic Data
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Instruction Tuned SLUNG Models Still Push the Pareto Frontier

Continued Pretraining a Base Model Continued Pretraining + Tulu Instruction Tuning
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Language Modeling and SLUNG

38

SLUNG (mostly) does not hurt perplexity
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Case Study: SLUNG for copyrighted material

• Instruction tuning on TOFU dataset 
• Synthetic author profiles presented as 

question-answer pairs 
• Mask / penalize the author name tokens

39
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In Conclusion

• Building LLMs responsibly is a huge, complex and multi-faceted goal, where simple 
solutions do not exist. 

• However, it is our responsibility to strive towards it for a better socio-technical future!

40

https://www.youtube.com/watch?v=PngHcmMmwWI

